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N1522792.pdf?OpenElement.

3. https://www.nytimes.com/2020/09/18/world/europe/cyber-attack-germany-ransomeware-
death.html
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1. Migration and Home Affairs: Critical Infrastructure, EUR. COMM’N,
https://ec.europa.eu/home-affairs/what-we-do/policies/crisis-and-

terrorism/criticalinfrastructure_en (last visited Dec. 26, 2019)
[https://perma.cc/LFOP-DUEZ].
2. Critical Infrastructures Protection Act of 2001,

https://www.congress.gov/bill/107th-congress/senate-bill/1407
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- U.S. Department of Homeland Security, The National Strategy for the Physical
Protection of Critical Infrastructures and Key Assets (2003), https://www.
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3. https://www.anapaya.net/blog/top-5-critical-infrastructure-cyberattacks

4. Network Segmentation

5. Denial-of-service attack

6. Web Application Attacks

7. Malware Attacks
8. Command Injection and Parameters Manipulation
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1. The protection of critical infrastructures against terrorist attacks: Compendium of good
practices, https:/imawww.un.org/securitycouncil/ctc/sitesimww.un.org.securitycouncil.ctc/
files/files/documents/2021/Jan/compendium_of_good_practices_eng.pdf

2. https://www.un.org/counterterrorism/un-global-counter-terrorism-strategy

3. United Nations, General Assembly, A/RES/75/291, 2 July 2021,
https://documents.un.org/doc/undoc/gen/n21/175/70/pdf/n2117570.pdf
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1. Office of Counter-Terrorism, the Counter-Terrorism Committee Executive
Directorate

2. United Nations Interregional Crime and Justice Research Institute (UNICRI)

3. United Nations Alliance of Civilizations

4. United Nations, General Assembly, A/RES/77/298, 3 July 2023,
https://documents.un.org/doc/undoc/gen/n23/189/01/pdf/n2318901.pdf

5. Security Council Guiding Principles on Foreign Terrorist Fighters: The 2015
Madrid Guiding Principles, 2018 Addendum,
https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/fil
es/documents/2021/Jan/security-council-guiding-principles-on-foreign-terrorist-
fig.pdf
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8. https://www.un.org/counterterrorism/cybersecurity
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1. Article 56 - Protection of works and installations containing dangerous forces,
Protocol Additional to the Geneva Conventions of 12 August 1949, and relating to
the Protection of Victims of International Armed Conflicts (Protocol 1), 8 June 1977,
https://ihl-databases.icrc.org/en/ihl-treaties/api-1977/article-56

2. Additional Protocol I, supra note 73, at art. 56(2).

3. Sean Watts (2009), Reciprocity and the Law of War, Harvard International Law
Journal, 50(4): 365-375.

4. Convention on the Prohibition of the Military or Any Other Hostile Use of
Environmental Modification Techniques, New York, 10 December 1976,
https://legal.un.org/avl/ha/cpmhuemt/cpmhuemt.html
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1. See: Convention on the Prohibition of Military or Any Other Hostile Use of
Environmental Modification Techniques, art. I, Dec. 10, 1976, 1108 U.N.T.S. 151
[hereinafter ENMOD Convention]. The treaty is commonly referred to as the
“ENMOD Convention.” See, e.g., 1976 Convention on the Prohibition of Military or
any Hostile Use of Environmental Modification Techniques, International
Committee of the Red Cross (ICRC) (Jan. 2003),
https://www.icrc.org/en/download/file/1055/1976-enmod-icrc-factsheet.pdf.
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